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Abstract

This document describes for the historical record thevatimtn behind the Datagram
Congestion Control Protocol (DCCP), an unreliable transport protocol incorporating end-to-
end congestion control. DCCP implements a congestion-controlled, unreliabls flo
datagrams for use by applications such as streaming media or on-line games.
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1. Introduction

Historically, the great majority of Internet unicast traffic has used congestion-controlled TCP,
with UDP making up most of the remaind&DP has mainly been used for short, request-
response transfers, 3ONS and SNMPthat wish to aoid TCP’s three-way handshake,
retransmission, and/or stateful connections. UDP alsidlst TCPS Luilt-in end-to-end
congestion control, and UDP applications tended not to implement their own congestion
control. Havever, snce UDP traffic volume was small relaito congestion-controlled TCP
flows, the network didm’collapse.

Recent years lva £en the growth of applications that use UDP in a different Wwagse
applications, including streaming audio, Internet teleghard multiplayer and masaly
multiplayer on-line games, share a preference for timelinesgealiability. TCP can
introduce arbitrary delay because of its reliability and in-ordevaglrequirements; thus,
the applications use UDP instead. This growth of lomgdlnon-congestion-controlled
traffic, relative o congestion-controlled traffic, poses a real threat to viesat health of the
Internet [RFC2914, RFC3714].

Applications could implement their own congestion control mechanisms on a case-by-case
basis, with encouragement from the IET0me already do this. Hower, experience

shows that congestion control is difficult to get right, andynapplication writers would

like to avoid reirventing this particular wheelWe telieve that a nev protocol is needed, one
that combines unreliable datagram daly with built-in congestion control. This protocol
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will act as an enabling technology: existing ana mpplications could easily use it to
transfer timely data without destabilizing the Internet.

This document provides a problem statement for such a protd&list the properties the
protocol should hae, then explain wi those properties are necessafiye describe wly a

new protocol is the best solution for the more general problem of bringing congestion control
to unreliable flows of unicast datagrams, and discuss briefly subsidiary requirements for
mobility, defense against Denial of Service (DoS) attacks and spoofing, interoperation with
RTP, and interactions with Network Address Translator&TN) and firevalls.

One of the design preferences that we bring to this question is a preference for a clean,
understandable, lowverhead, and minimal protocol. As described later in this document,
this results in the design decision todedunctionality such as reliability or Forward Error
Correction (FEC) to be layered on top, rather than provided in the transport protocol itself.

This document lgen in 2002 as a formalization of the goals of DC@R Datagram
Congestion Control Protocol [RFC4340)e intended DCCP to satisfy this problem
statement, and thus the original reasoning behindymRCCP’s design choices can be
found here. Howeer, we kelieved, and continue to belie, that the problem should be
solved whether or not DCCP is the chosen solution.

2. Problem Space

We percevve a imber of problems related to the use of unreliable data flows in the Internet.
The major issues are the following:

e The potential for non-congestion-controlled datagram flows to cause congestion collapse
of the netvork. (SeeSection 5 of [RFC2914] and Section 2 of [RFC3714].)

e The difficulty of correctly implementing effeeg congestion control mechanisms for
unreliable datagram flows.

e The lack of a standard solution for reliably transmitting congestion feedback for an
unreliable data flw.

e The lack of a standard solution for negotiating Explicit Congestion Notification (ECN)
[RFC3168] usage for unreliable flows.

¢ The lack of a choice of TCP-friendly congestion control mechanisms.

We assume that most application writers would use congestion control for laag-li
unreliable flows if it were\ailable in a standard, easy-to-use form.

More minor issues include the following:

e The difficulty of deploying applications using UDP-based flows in the presence of
firewalls.

« The desire to hee a sngle way to negotiate congestion control parameters for unreliable
flows, independently of the signalling protocol used to set up tive flo

¢ The desire for lev per-packet bytewerhead.

The subsections belodiscuss these problems of providing congestion contrekrsing
firewalls, and negotiating parameters in more detAibeparate subsection also discusses the
problem of minimizing thewerhead of packet headers.
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2.1. Congestion Control for Unreliable Transfer

We dam to bring easy-to-use congestion control mechanisms to applications that generate
large or long-Ned flows of unreliable datagrams, such as RealAudio, Internet telgphod
multiplayer @mes. Oumotivation is to &oid congestion collapse. (The short flows
generated by request-response applications, such as DNS and &xNeause congestion

in practice, and gncongestion control mechanism would ¢adif ect between flows, not

within a single end-to-end transfer of information.) Heerebefore designing a congestion
control mechanism for these applications, we must understanthghuse unreliable
datagrams in the first place, lest we dasthe very properties tlygequire.

There are seal reasons whprotocols currently use UDP instead of T@®mong them:

Startup Delay: thg wish to aoid the delay of a three-way handshdkfore initiating
data transfer.

Statelessness: thavish to aoid holding connection state, and the potential state-holding
attacks that come with this.

Trading of Reliability against Timing: the data being sent is timely in the sense that if it
is not delered by some deadline (typically a small number of RTTs), then the data will
not be useful at the rewer.

Of these issues, applications that generate large or hethflows of datagrams, such as
media transfer and games, mostly care about controlling the trbldeteéen timing and
reliability. Such applications use UDP because whey $kaed a datagram, thevish to
send the most appropriate data in that datagram. If the datagram is lostather may not
resend the same data, depending on whether the data will still be useful at tlee rBega
may no longer be useful for mareasons:

In a elephory or dreaming video session, data in a packet comprises a timeslice of a
continuous stream. Once a timeslice has been played out, the next timeslice is required
immediately If the data comprising that timeslice aes at ®me later time, then it is no
longer useful. Such applications can cope with masking the effects of missing packets to
some extent, so when the sender transmits its next packet, it is important for it to only
send data that has a good chance of arriving in time for its playout.

In an nteractve game or virtual-reality session, position information is transient. If a
datagram containing position information is lost, resending the old position does not
usually malk snse -- ratheevery position information datagram should contain the
latest position information.

In a congestion-controlled fig the allowed packet sending rate depends on measured
network congestion. Thus, some control igegiup to he congestion control mechanism,
which determines precisely when packets can be sent. \Woveeplications could still
decide at transmission time, which information to put in a paek TCPdoesnt allow
control over this; these applications demand it.

Often, these applications (especially games and telgpmtications) work on very short
playout timescales. Whilst thi@re usually able to adjust their transmission rate based on
congestion feedback, thelo haveconstraints on he this adaptation can be performed so

that it has minimal impact on the quality of the session. Thugtémel to need some

control over the short-term dynamics of the congestion control algorithm, whilst being fair to
other traffic on medium timescales. This control includes, but is not limited to, some
influence on which congestion control algorithm should be used -- for example, TCP-
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2.2.

2.3.

2.4,

Friendly Rate Control (TFRC) [RFC3448] rather than strict TCP-dilngestion control.

(TFRC has been standardized in the IETF as a congestion control mechanism that adjusts its
sending rate more smoothly than TCP does, while maintaining long-term fair bandwidth
sharing with TCP [RFC3448].)

Overhead

The applications we are concerned with often send compressed data, or send frequent small
paclets. For example, when Internet teleplyaor greaming media are usesdean |ow-

bandwidth modem links, highly compressing the payload data is essé&mtidhternet

telephory applications and for games, the requirement is fardelay, and hence small

packets are sent frequently.

For example, a telephgnapplication sending a 5.6 Kbps data stream but wanting moderately
low delay may send a packeteey 20 ms, sending only 14 data bytes in each @adk

addition, 20 bytes is taken up by the IP headi#h additional bytes for transport and/or
application headers. Cleariyis desirable for such an application tosbaa bw-overhead
transport protocol header.

In some cases, the correct solution would be to use link-based packet header compression to
compress the packet headers, although we cannot guaranteailtimlity of such
compression schemes orygarticular link.

The delay of data until after the completion of a handsldak represents potentially
unnecessarywerhead. Anew protocol might therefore al@ senders to include some data
on their initial datagrams.

Firewall Traversal

Applications requiring a flw of unreliable datagrams currently tend to use signalling
protocols such as the Real Time Streaming Protocol (RTSP) [RFC2326], SIP [RFC3261],
and H.323 in conjunction with UDP for the dataxfloThe initial setup request uses a
signalling protocol to locate the correct remote end-system for the datadioetimes after
being redirected or relayed to other machines.

As UDP flows contain no explicit setup and teardown, it is hard fevdileto handle them
correctly Typically, the firavall needs to parse RTSHP, and H.323 to obtain the
information necessary to open a hole in theviete Although, for bi-directional flows, the
firewall can open a bi-directional hole if it reges a LDP packet from inside the firall, in
this case the firgal can't easily knav when to close the hole again.

While we do not consider these to be major problemy,dteenonetheless issues that
application designera€e. Currentlystreaming media players attempt UDP first, and then
switch to TCP if UDP is not successful. Streaming medan 6CP is undesirable and can
result in the receer needing to temporarily halt playout while it "rebuffers” datalephony
applications dort’even havethis option.

Parameter Negotiation

Different applications ha dfferent requirements for congestion control, which may map

into different congestion feedback. Examples include ECN capability and desired
congestion control dynamics (the choice of congestion control algorithm and, therefore, the
form of feedback information required). Such parameters need to be reliably negotiated
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before congestion control can function correctly.

While this negotiation could be performed using signalling protocols such ,d3TSIP and
H.323, it would be desirable tovea ingle standard way of negotiating these transport
parameters. This of particular importance with ECN, where sending ECN-marked packets
to a non-ECN-capable regei can cause significant congestion problems to othessfloAe
discuss the ECN issue in more detail belo

3. Solution Space for Congestion Control of Unreliable Flows

We thus want to provide congestion control for unreliable flows, providing both ECN and the
choice of different forms of congestion control, and providing modevatbead in terms of
packet size, state, and CPU processing. There are a number of options for providing end-to-
end congestion control for the unicast traffic that currently uses id#ms of the layer

that provides the congestion control mechanism:

¢ Congestion control ave UDP.
¢ Congestion control belo UDP.
¢ Congestion control at the transport layer in an alteraai UDP.

We explore these alternatis in the sections bela The concerns from the discussions

belowv haveconvinced us that the best way to provide congestion control for unreliable flows
is to provide congestion control at the transport lsagan Hernative © the use of UDP and
TCP.

3.1. Providing Congestion Control Above UDP

One possibility would be to provide congestion control at the application tyatrome
other layer abee UDP. This would allav the congestion control mechanism to be closely
integrated with the application itself.

3.1.1. TheBurden on the Application Designer

A key dsadvantage of providing congestion controhabtDP is that it places an
unnecessary burden on the applicatior@lldesigneywho might be just as hapjpo use the
congestion control provided by a lower lay#rthe application can rely on a lower layer
that gives a doice between TCP-l&kor TFRC-like aongestion control, and that offers ECN,
then this might be highly satisfactory to npaapplication designers.

The long history of debugging TCP implementations [RFC2525, PF01] makes the

difficulties in implementing end-to-end congestion control abundantly. digigrdearly

more robust for congestion control to be provided for the application by a lower layer

rare cases, there might be compelling reasons for the congestion control mechanism to be
implemented in the application itself, but we do not expect this to be the generdfaase.
example, applications that use RT®®oUDP might be just as hapjif RTP itself

implemented end-to-end congestion control. (See Section 3.3.3 for more discussion of RTP.)

In addition to congestion control issues, we also note the problems withlfiraversal and
parameter negotiation discussed in Sections 2.3 and 2.4. Implementing on top of UDP
requires that the application designer also address these issues.
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3.1.2. Difficultieswith ECN

There is a second problem with providing congestion contraleabbP: it would require

either giving up the use of ECN or giving the application direct contalsetting and

reading the ECN field in the IP head@&iving up the use of ECN would be problematic,

since ECN can be particularly useful for unreliable flows, where a dropped packet will not be
retransmitted by the data sender.

With the deelopment of the ECN nonce, ECN can be usefehen the absence of network
support. Thalata sender can use the ECN nonce, along with feedback from the data
recever, to verify that the data reoar is correctly reporting all lost paeks. Thisuse of
ECN can be patrticularly useful for an application using unreliableedgliwvhere the
recever might otherwise hee little incentive 1o report lost packets.

In order to allev the use of ECN by a layer almUDP, the UDP socket would ke o dlow
the application to control the ECN field in the IP headeparticulatr the UDP socket

would have © dlow the application to specify whether or not the ECN-Capable Transport
(ECT) codepoints should be set in the ECN field of the IP header.

The ECN contract is that senders who set the ECT codepoint must respond to Congestion
Experienced (CE) codepoints by reducing their sending rates. Therefore, the ECT codepoint
can only safely be set in the packet header of a UDP packet if the following is guaranteed:

« ifthe CE codepoint is set by a roytiée receiving IP layer will pass the CE status to the
UDP layer which will pass it to the receiving application at the data veceind

e upon receiving a packet that had the CE codepoint set, the receiving application will take
the appropriate congestion control action, such as informing the data sender.

However, the UDP implementation at the data sender has no way of knowing if the UDP
implementation at the data rea&ihas been upgraded to pass a CE status up to the receiving
application, let alone whether or not the application will use the conformant end-to-end
congestion control that goes along with use of ECN.

In the absence of the widespread deployment of mechanisms in routers to detect flows that
are not using conformant congestion control, allowing applications arbitrary control of the
ECT codepoints for UDP packets would seera ik unnecessary opportunity for

applications to use ECN whileragling the use of end-to-end congestion control. Thus, there
is an inherent "chicken-and-egg" problem of whether first to giglicing mechanisms in
routers, or first to enable the use of ECN by UD®gloWthout the policing mechanisms in
routers, we would not advise adding ECN-capability to UDP sockets at this time.

In the absence of more fine-grained mechanisms for dealing with a period of sustained
congestion, one possibility would be for routers to discontinue using ECN with UDP packets
during the congested period, and to use ECN only with TCP or DCCEtpadkhiswould

be a reasonable response, for example, if TCP or DCCP flows were found to be more likely
to be using conformant end-to-end congestion control than were UR{? flbrouters were

to adopt such a polcthen DCCP flows could be more likely to reeehe benefits of ECN

in times of congestion than would UDP flows.

3.1.3. TheEvasion of Congestion Control

A third problem of providing congestion control &bdJDP is that relying on congestion
control at the applicationvel makes it somewhat easier for some usersadesend-to-end
congestion controlWe db not claim that a transport protocol such as DCCP wouldyed
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3.2.

be implemented in the kernel, and do not attempraluate the relatie dfficulty of
modifying code inside the kernel vs. outside the kernelyrcase. Hwvever, we kelieve

that putting the congestion control at the transped kather than at the applicatiorvét
makes it just slightly less likely that users will go to the trouble of modifying the code in
order to &oid using end-to-end congestion control.

Providing Congestion Control Belav UDP

Instead of providing congestion control &dJDP, a s2cond possibility would be to provide
congestion control for unreliable applications at a layenvbelBP, with applications using
UDP as their transport protocol. v&h that UDP does not itself provide sequence numbers
or congestion feedback, there ar® wssible forms for this congestion feedback:

1) Feedbaclkt the application: The application aledJDP could provide sequence
numbers and feedback to the senddiich would then communicate loss information
to the congestion control mechanism. This is the approach currently standardized by
the Congestion Manager (CM) [RFC3124].

2) Feedbaclht the layer belw UDP: The application could use UPdAd a protocol could
be implemented using a shim header between IP and UDP to provide sequence number
information for data packets and return feedback to the data sdreoriginal
proposal for the Congestion Manager [BRS99] suggested providing this layer for
applications that did not kaa their own feedback about dropped packets.

We dscuss these twcases separately balo

3.2.1. Casd.: Congestion Feedback at the Application

In this case, the application provides sequence numbers and congestion feedizack abo
UDP, but communicates that feedback to a congestion manager D&®, which regulates
when packets can be sent. This approach suffers from most of the problems described in
Section 3.1, namelyorcing the application designer to neint the wheel each time for
packet formats and parameter negotiation, and problems with ECN usagglsfirend

evasion.

It would avoid the application writer needing to implement the control part of the congestion
control mechanism, but it is uncleamheasily multiple congestion control algorithms (such
as recaier-based TFRC) can be supportediegithat the form of congestion feedback

usually needs to be closely coupled to the congestion control algorithm being used. Thus,
this design limits the choice of congestion control mechanisailalale to applications

while simultaneously burdening the applications with implementations of congestion
feedback.

3.2.2. Case: Congestion Feedback at a Layer Belo UDP

Providing feedback at a layer bel&DP would require an additional packet header below
UDP to carry sequence numbers in addition to the 8-byte header for UDP itself. Unless this
header were an IP option (which is likely to cause problems foy hfasd routers), its

presence would need to be indicated using a different IP protocol value fromTdD$} the
packets would no longer look 8dJDP on the wire, and the modified protocol would face
deployment challenges similar to those of an entirely pretocol.
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To use congestion feedback at a layer weliDP most effectiely, the semantics of the UDP
socket Application Programming Interface (API) would also need changing, both to support
a late decision on what to send and to provide access to sequence numbers (so that the
application wouldrt'need to duplicate them for its own purposes). Thus, the socket API
would no longer look lik UDP to end hosts. This would effaadly be a na transport

protocol.

Given these complications, it seems cleaner to actually desigw &rar@sport protocol,

which also allows us to address the issues ofiéitéraversal, flov setup, and parameter
negotiation. W\ rote that ap new tansport protocol could also use a Congestion Manager
approach to share congestion state between flows using the same congestion control
algorithm, if this were deemed to be desirable.

3.3. Providing Congestion Control at the Transport Layer

The concerns from the discussions\abbaveconvinced us that the best way to provide
congestion control to applications that currently use UDP is to provide congestion control at
the transport layein a ransport protocol used as an altewatb UDP. One advantage of
providing end-to-end congestion control in an unreliable transport protocol is that it could be
used easily by a wide range of the applications that currently usgwitbPninimal

changes to the application itself. The application itself would ne tmgprovide the

congestion control mechanism, @ee the feedback from the data ree®ito the data sender
about lost or marked packets.

The question then arises of whether to adapt TCP for use by unreliable applications, to use
an unreliable variant of the Stream Control Transmission Protocol (SCTP) or a version of
RTP with built-in congestion control, or to design awmteansport protocol.

As we argue bels, the desire for minimalwverhead results in the design decision to use a
transport protocol containing only the minimal necessary functiopaiityto leae aher
functionality such as reliabilitysemi-reliability, or Forward Error Correction (FEC) to be
layered on top.

3.3.1. Modifying TCP?

One alternatie mght be to create an unreliable variant of T@kh reliability layered on

top for applications desiring reliable dediy. Howeve, our requirement is not simply for

TCP minus in-order reliable dediry, but also for the application to be able to choose
congestion control algorithms. TGHeedback mechanism works well for TCP-like
congestion control, but is inappropriate (or at the very least, inefficient) for TFRC. In
addition, TCP sequence numbers are in bytes, not datagrams. This would complicate both
congestion feedback andyagitempt to allev the application to decide, at transmission time,
what information should go into a patk Finally there is the issue of whether a modified
TCP would require a melP protocol number as well; a significantly modified TCP using the
same IP protocol number couldveanwanted interactions with some of the middleboxes
already deployed in the network.

It seems best simply to & TCP as it is, and to create axneongestion control protocol for
unreliable transferThis is especially true sinceyachange to TCFho matter hav small,
takes an inordinate amount of time to standardize andyjeplen TCP’s importance in the
current Internet and the historical difficulty of getting TCP implementations right.
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3.3.2. Uneliable Variants of SCTP?

SCTR the Stream Control Transmission Protocol [RFC2960], was in part designed to
accommodate multiple streams within a single end-to-end connection, modifying TCP’s
semantics of reliable, in-order dadiy to allov out-of-order delvery. Howeve, explicit

support for multiple streamwer a sngle flow at the transport layer is not necessary for an
unreliable transport protocol such as DC®Rich of necessity allows out-of-order detiy.
Because an unreliable transport does not need streams support, applications showd not ha
to pay the penalties in terms of increased header size that acgoimpaise of streams in

SCTP.

The basic underlying structure of the SCTP packet, of a common SCTP header followed by
chunks for data, SACK information, and so on, is wattid by SCTR goal of

accommodating multiple streams. Haee this use of chunks comes at the cost of an
increased header size for packets, as each chunk must be aligned on 32-bit boundaries, and
therefore requires a fixed-size 4-byte chunk heald@r example, for a connection using

ECN, SCTP includes separate control chunks for the Explicit Congestion Notification Echo
(ECNE) and Congestion WindoReduced (CWR) functions, with the ECNE and CWR

chunks each requiring 8 bytes. As another example, the common header includes a 4-byte
verification tag to validate the sender.

As a second concern, SCTP as currently specified uses T&E®@#igestion control, and

does not provide support for altermationgestion control algorithms such as TFRC that
would be more attracte © some of the applications currently using UDPv#o Thusthe
current version of SCTP would not meet the requirements for a choice between forms of
end-to-end congestion control.

Finally, the SCTP Partial Reliability extension [RFC3758] allows a sender to gelgcti
abandon outstanding messages, which ceases retransmissions and allowsén¢éorecei
deliver any queued messages on the affected streams. This service model, although
well-suited for some applications, differs from, and provides the application somewhat less
flexibility than, UDPS fully unreliable service.

One could suggest adding support for altemeagbngestion control mechanisms as an

option to SCTPand adding a fully-unreliable variant that does not include the mechanisms
for multiple streamsWe would argue against this. SCTP is well-suited for applications that
desire limited retransmission with multistream or multihoming support. Adding support for
fully-unreliable variants, multiple congestion control profiles, and reduced single-stream
headers would risk introducing unforeseen interactions and fagtker modificationsweer

more dificult. We havechosen instead to implement a minimal protocol, designed for fully-
unreliable datagram service, that provides only end-to-end congestion controy atidean
mechanisms that cannot be provided in a higher layer.

3.3.3. ModifyingRTP?

Several of our target applications currently use RTP layeredeahl®DP to transfer their
data. WIly not modify RTP to provide end-to-end congestion control?

When RTP Wes ébove UDP, modifying it to support congestion control might create some
of the problems described in Section 3.1. In particulser-level RTP implementations
would want access to ECN bits in UDP datagrams. It might be difficult or undesirable to
allow that access for RTBut not for other user-e&l programs.
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Kernel implementations of RTP would not suffer from this problem. In the end, the
argument against modifying RTP is the same as that against modifying SCTP: Some
applications, such as the export ofiflsmformation from routers, need congestion control
but don’t need much of RTR'functionality From these applications’ point of vieRTP
would induce unnecessaryahead. Agin, we would argue for a clean and minimal
protocol focused on end-to-end congestion control.

RTP would commonly be used as a layerabany ew transport protocol, hower. The
design of that ne transport protocol should takhis into account, either byaiding undue
duplication of information\ailable in the RTP headenr by suggesting modifications to
RTP, sich as a reduced RTP header that rameny fields redundant with the new
protocols headers.

3.3.4. Designinga New Transport Protocol

In the first half of this document, weveaagued for providing congestion control at the
transport layer as an alternegtito UDP, instead of relying on congestion control supplied
only abare a belov UDP. In this section, we ha examined the possibilities of modifying
SCTR modifying TCR and designing a metransport protocol. In large part because of the
requirement for unreliable transport, and for accommodating TFRC as well as TCP-like
congestion control, we i@ mwncluded that modifications of SCTP or TCP are not the best
answer and that a weransport protocol is needed. Thus, weeéhagued for the need for a
new transport protocol that offers unreliable gety, accommodates TFRC as well as TCP-
like congestion control, accommodates the use of ECN, and requires minirfaad in
packet size and in the state and CPU processing required at the dat recei

4. Selling Congestion Control to Reluctant Applications

The goal of this work is to provide general congestion control mechanisms that will actually
be used by manof the applications that currently use UDFhis may include applications

that are perfectly hagpvithout end-to-end congestion control. v8Bel of our design
requirements folle from a desire to design and dgpiaongestion-controlled protocol that

is actually attractie © these "reluctant” applications. These design requirements include a
choice between different forms of congestion control, modevat@ead in the size of the
packet headeend the use of Explicit Congestion Notification (ECN) and the ECN nonce
[RFC3540], which provide posit kenefit to the application itself.

There will alvays be a fev flows that are resistant to the use of end-to-end congestion

control, preferring an environment where end-to-end congestion control is useshione

else, but not by themseals. Therdnas been substantial agreement [RFC2309, FF99] that in
order to maintain the continued use of end-to-end congestion control, router mechanisms are
needed to detect and penalize uncontrolled high-bandwidth flows in times of high
congestion; these router mechanisms are colloquially known as "penadty’ bddavever,

before undertaking a concerted effoénd the deployment of penalty boxes in the Internet,

it seems reasonable, and more effecto first male a ®ncerted effort to makend-to-end
congestion control easilyalable to applications currently using UDP.

5. Additional Design Considerations

This section mentions some additional design considerations that should be considered in
designing a n& transport protocol.
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¢ Mobility: Mechanisms for multihoming and mobility are one area of additional
functionality that cannot necessarily be layered cleanly and efgotin top of a
transport protocol. Thus, one outstanding design decision wjtheam transport
protocol concerns whether to incorporate mechanisms for multihoming and mobility into
the protocol itself. The current version of DCCP [RFC4340] includes no multihoming or
mobility support.

* Defense against DoS attacks and spoofing: A reliable harel&ivatonnection setup
and teardown offers protection against DoS and spoofing attacks. Mechanisms allowing
a ®rver to &oid holding ary state for unacknowledged connection attempts or already-
finished connections offer additional protection against DoS attacks. Thus, in designing
a rew fransport protocol,ven one designed to provide minimal functionalitye
requirements for providing defense against DoS attacks and spoofing need to be
considered.

« Interoperation with RTP: As Section 3.3.3 describes, attention should be paid to any
necessary or desirable changes in RTP when it is wsethe nev protocol, such as
reduced RTP headers.

« API: Some functionality required by the protocol, or useful for applications using the
protocol, may require the definition ofm@& Pl mechanisms. Examples include
allowing applications to decide what information to put in a packet at transmission time,
and providing applications with some information about packet sequence numbers.

e Interactions with )Ts and firewalls: NATs and firewalls don't interact well with UDP,
with its lack of explicit flev setup and teardown and, in practice, the lack of well-known
ports for mag UDP applications. Some of these issues are application specific; others
should be addressed by the transport protocol itself.

« Consider general experiences with unicast transport: A Requirements for Unicast
Transport/Sessions (RUTS) BOF was held at the IETF meeting in December 1998, with
the goal of understanding the requirements of applications whose needs were not met by
TCP [RJTS]. Notall of those unmet needs are xel&t to or appropriate for a unicast,
congestion-controlled, unreliable filaf datagrams designed for longdd transfers.

Some are, hower, and ary new potocol should address those needs and other
requirements dered from the community experience. W believe that this document
addresses the requirementsvate to our problem area that were brought up at the
RUTS BOF.

6. Transport Requirements of Request/Response Applications

Up until naw, this document has discussed the transport and congestion control requirements
of applications that generate longdi, large flows of unreliable datagrams. This section
discusses briefly the transport needs of another class of applications, those of
request/response transfers where the response might be a small number of packets, with
preferences that include both reliable ¢kly and a minimum of state maintained at the

ends. Theeliable delery could be accomplished, for example, by having the veices-

guery when one or more of the packets in the response is lost. This is a class of applications
whose needs are not well-met by either UDP or by TCP.

Although there is a legitimate need for a transport protocol for such sresrtrdiiable flows
of such request/response applications, we \xeliwt the @erlap with the requirements of
DCCP is almost non-existent and that DCCP should not be designed to meet the needs of
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these request/response applications. Areas of non-compatible requirements include the
following:

Reliability: DCCP applications donheed reliability (and longied gpplications that do
require reliability are well-suited to TCP or SCTP). In contrast, these shait-li
request/response applications do require reliability (possibly clierandeliability in
the form of requesting missing segments of a response).

Connection setup and teardown: Because DCCP is aimed at flows whose duration is
often unknown in advance, it addresses interactions Wilrsind firewalls by having

explicit handshakes for setup and teavdo Incontrast, the shortvéd request/response
applications kne the transfer length in advance, but cannot tolerate the additional delay
of a handshakfor flow setup. Thusmechanisms for interacting withAW's and

firewalls are likely to be completely different for thedwets of applications.

Congestion control mechanisms: The styles of congestion control mechanisms and
negotiations of congestion control features are heavily dependent onatlueifédion.

In addition, the preference of the request/response applications for a stateless server
strongly impacts the congestion control choices. Thus, DCCP and the wéabrt-li
request/response applicationsdather different requirements both for congestion
control mechanisms and for negotiation procedures.

7. Summary of Recommendations

Our problem statement has discussed the need for implementing congestion control for
unreliable flovs. Additionalproblems concern the need fowloverhead, the problems of
firewall traversal, and the need for reliable parametguotiation. Ourconsideration of the
problem statement has resulted in the following general recommendations:

A unicast transport protocol for unreliable datagrams shouldustoged, including
mandatoryhbuilt-in congestion control, explicit connection setup and teardown, reliable
feature negotiation, and reliable congestion feedback.

The protocol must provide a set of congestion control mechanisms from which the
application may choose. These mechanisms should include, at minimum, TCP-like
congestion control and a more slowly-responding congestion control such as TFRC.

Important features of the connection, such as the congestion control mechanism in use,
should be reliably negotiated by both endpoints.

Support for ECN should be included. (Applications could still entle decision not to
use ECN for a particular session.)

The overhead must be Vg in terms of both packet size and protocol complexity.

Some DoS protection for servers must be included. In partij@alewers can make
themselves resistant to spoofed connection attacks ("SYN floods").

Connection setup and teardown must use explicit handshakes, facilitating transmission
through stateful fingalls.

In 2002, there was judged to be a consensus about the needviouricaest transport
protocol for unreliable datagrams, and the next step was then the consideration of more
detailed architectural issues.
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8. Security Considerations

There are no security considerations for this document. It does discuss a number of security
issues in the course of problem analysis, such as DoS resistancevealttfaeersal. The
security considerations for DCCP are discussed separately in [RFC4340].
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